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Mopapok 3a gpyra

MexaHU3Mbl aBTOpU3aL UK, NPOTOKOJ
OAuth 2.0

Cepsep Star Wars APl npegocTtasnsgeT 4octyn K Hdopmaum nobomy, KTo NONpPOCKHT.
3axo4W KTo yrogHo, 3anpallnBan 4YTo Xo4eLlb.

OpHako 6onbwKnHCTBO APl He cTonb Weapbl: ANS [OCTYNA K AaHHBIM CepBUCH TpebyoT
ayTeHTUPUKaLKnKW, a aBToprU3auMa orpaHM4YMBaeT NONbL30BATEND JOCTYN. [axe B
«0bLWenocTynHOM» (Ha nepebli B3rnag) Star Wars APl nonb3oBaTeny orpaHU4eHbl B
npasax: HanpuMep, HX1 0AWH aHOHMMHbIA NONb30BaTENb HE MOXET U3MEHWTB,
[o6aBMTb N YAANNTD MHPOPMAaLMKD: BHOHUMHbIE NONb30BaTE/IM He aBTOPM30BAHbI
ONA TAaKUX OeMCTBUIA.

OCBeXWUM B NaMATH NOHATWUA «aBTOPU3aLMA» W «ayTeHTUPUKaLMa».

AsTopusauma (aHrn. authorization, «paspelleHune, ogobpeHre») — NnpeQocTaBneHne
NONb30BaTENIO NPaB Ha BbINOMHEHWE KAaKWUX-TO AeNCTBUA («...NONb30BATENIO N0 UMEHM
Crac bacoe pa3peLléH JOCTYN KO BCeM, faXKe CaMbIM CEKPETHBIM AaHHbIM NPoeKTax»).

AyTteHTUdUKaumna (aHrn. authentication, «oNo3HaHWe») — Npoueaypa NpPoBepKu
NOANUHHOCTU Nonb2oBaTens («...a Tel TO4HO CTac bacos? MokaXu AOKYMEHTUKU UK
TOKeH!»).

MpencraebTe, YTO Bbl NOEXanW OTObIXaTb M BaM HY»KHa BM3a. ABTOPU3ALUI0 MOXHO
CPaBHWUTb € NONy4YeHUeM 3TOK BU3bl, NPOLECCOM €€ N3roTOBNEeHKA.

JlonycTuUM, Bbl YCMELWHO NOAYHUAN BU3Y (NPOLWK NPoLLecC aBTOPU3aLuM) 1
NPUNEeTenn Ha OTABIX: NOrPaHNYHNK NPOBEPUT BaLLy BMU3Y, CPaBHUT doTorpaduio n
NacnopTHble AaHHble — BbINONHWUT NpoLeaypRY ayTeEHTUGUKALLMKM 1 NPONYCTUT Bac
Yepes rpaHunLy, ecnv Bbl Ha 3TO aBTOPU30BaHbl. M Kaxablii pas, korga Bbl BHOBb
pelnTe NoceTUTb 3Ty CTPaHy, BaM ByfeT HyXHO NPONTH NpoLeaypy ayTeHTUPUKALUMK
Ha NacnopTHOM KOHTpOne.

Bbl YacTo NpoxoguTe aBTOPMU3aLMIO U ayTeHTUdUKaLMIO NO NOrMHY U NapPOHo: Bbi
BEXOQWTE B CUCTEMY W NonyYaeTe NpefocTaBNeHHblA JOCTYN K cepeUcy. Ho MHoraa
HYXHO NPefocTaBuTb NWLLb YaCTU4YHBIM AOCTYN. HanpumMep, Bbl NpOCUTE Opyroro
YyeroBeka 3arpy3nTb ¢oTorpadum B CBOM aKKayHT COLManbHOM CETU, HO HE XOTUTe
[aBaTh OCTYN K BAWWMM AN4YHBIM coobweHnam. Minu Bbl nULLETE NPUIOXEHWE ANS
aBTOMaTU4eCcKOW 3arpysku ¢otorpadmii B coLManbHylo CETb, HO He XOTUTe HagenaThb
3TY NPOrpamMmy NosHbIM AOCTYNOM K CBOE YYETHOM 3anuck. TyT Ha NoMoLLb
NPUXoOUT NPOTOKON aBTopusaunn OAuth.

OAuth (Open Authorization) — 3To cxema aBTopU3aLMK, NPEeAOCTAaBNALWLANA TPEThEN
CTOpoOHe (opyromy Nonb3oBaTeNo UKW NPUNOXEHWID) OrPaHMHEHHBIA [OCTYN K
pecypcaM cepBuca OT Ballero MMeHu, 6e3 HeobXoaMMOCTH NepenasaTh NOMMH U
naponb. 3ToO CTAaHOBUTCA BO3MOXHbIM Bnarogaps OAuth-TokeHy.
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TokeH (aHrn. token, «ONO3HABATENbHbIA 3HAK, ETOH») — 3TO YHUKANbHas CTPOKA U3
LMPP M NAaTUHCKUX BYKB, OH MOXET BbIrNAAeTb Tak:
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OAuth-TOKeH BblgaéTtca Nonb3oBaTenio Ang ynpoLeHnsa JOCcTyna K cepeepy. 3T0 4TO-To
BpOAe NPoNycKa Ang BXxofa Ha onpefenéHHbli pecypc. TaKoi NPonyck MoXeT GbiTb
BPEeMEHHbIM — BblJABaTbCA Ha KAKON-TO CPOK — MNW BeCCpOoYHbIM.

B 06bl4HOI XXW3HW Bbl, HANPUMEP, MOXETE BblAaTh CEOEMY APYTY «TOKEH» C
OrpaHN4eHHbIMK NPaBaMn — AOBEPEHHOCTb Ha MaLWKWHY. [pyr CMOXET yNpaBnaTh
Ballei MaLUMHOI, HO y Hero He ByaeT Npaea eé NPoAaTh.

Mpu ayTeHTUdUKALLMU [OCTAaTOYHO NULLB «MOKa3aTb NPONycK» — nepeaaTb TOKEH
BMECTe C 3anpocoM Ha cepiep. Mo 3ToMy TOKeHY cepBep NOMMET, KTO K Hemy
ob6pallaeTca U K KaKMM OaHHbIM BNnagenel, TOkeHa MMeeT 4OCTyr.

Ecnv 3noyMbIlLNEHHWK 3aBNageeT BallMM TOKEHOM (HAaNQET Ha yNMLEe Ball NPOoNnycK), TO
OH NOMYHYUT JAOCTYN K AaHHbIM M CMOXKET COBEPLUATb 3anpochkl OT BALLEr0 UMEHH;
KpaliHe Ba)HO XpaHWTb TOKEH B CeKpeTe U HUKOMY ero He coobwaTte. A ecnn 6epa Bcé
e CNMy4YMnack — TOKEH MOXHO OTO3BaTb B NKOGOA MOMEHT, 3T0 yaobHo 1 gobaenseT
Be3onacHoCTK.

QOTMeTbTe BEPHbIE YTBEPXAEHWNS:

D I'Ipu EWEHTM¢MKEHMH Ha OCHOBe Nor1Ha 1 napons MHq}OpMELI,Mﬂ O none3oearTene
He XpaHWUTCA HX Ha CepEBepe, HXU Ha ero KOMnbloTepe.

D OAuth-TokeH — 310 odUUManbHbIA OYMaXKHBIA LOKYMEHT, DOBEPeHHOCTh,
KOTOPYIO MOXHO BblgaTh NiobomMy nonb3osatento MHGOPMaLWOHHON CUCTEMBI,
4TOObI OH MOT NPeACcTaBNATE MHTEPeckl APYIMX NOMb30BaTENel 3TON CUCTEMBI.

OAuth-TokeH MOXeT BbITb BpeMeHHbIM UN 6eCCPOHHbIM

ABTOpM3auMa — NpefocTaBNeHne NoNb30BaTeNio NPas Ha BbINONHEHUE
onpenenéHHbIX 4eNCTBUI

Bawe 3HakomcTBO ¢ 6233080 Teopuein no APl okoH4eHo. KOpoTKO O raBHOM Mo Teme
— B LUNapranke.

KaK BaM ypoK? Halwnu onevatky
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K cnenyioluein Teme KpaTkuii nepeckaz ypoka
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https://code.s3.yandex.net/Python-dev/cheatsheets/039-api-rest-i-formaty-obmena-dannymi-shpora/039-api-rest-i-formaty-obmena-dannymi-shpora.html

